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Introduction

Merchant Passport https://merchant.intlbancard.cong isa merchant portal providing you access to
statements and charts detailing transaction activity. Based on the MerdPasgport level you select, the
portal can also act as a virtual terminal and provide detailed transaction reporting.

INTERNATIONAL
BANCARD

Username

Password
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Merchant Passport Levels

Merchant Passport has four (4) primary levels of access:

1 Basic
1 Plus
1 Premium

1 Premium with Hosted Pay

Note: Depending onyour sutizd SNE Q LISNXYAadaaAizy fS@Stas gKAOK & 2dz
YIe y2i KFr@gS | 00Saa G2 Ittt 2F aSNOKFyd t &aaLll2 NI
in the event they require an adjustment to their permission

Basicprovides access to a Business Information overview, up to 24 months of Statei@ibatss detailing
transaction dataand rolling montfy transaction count

Plus provides allBasicaccess as well as sections to view over 24 monthsiisforical Fansactions
(authorizations, batches, and settled transactions) Bieputes(chargebacks and retrievals).

Premiumprovides alPlusaccess as well asvartual Terminaland real timeTransactionReports

Premium withHosted Paysa suite of products foonline payment acceptance that includes ei@e
payment options, subscription payments, customer profile management, installment payment plans, and
card vaulting (stored card methodshll Hosted Payroducts are hosted on International Bancard seryers
which reduces PCI DSS compliance requirements for the merchaeMerchant Passport Hosted Pay
dashboard provides users an easy way to create HTMUaraScriptode to quikly embed payment
acceptance ito a web site or shopping cart software.

If you are interested in learning more about the Hosted Papduct,please contact us ass@intlbancard.com
for assistance.

Note: This user guide will provide details for all products exclutiogted Pay.If you deermine that an
upgraded level of Merchant Passport is needed, you can contact our Customer Service department at
800.827.4880 or emadlustomercare@intlbancard.cofar assistance.
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Dashboard

Basic Access

Plus Access (including all above)

Premium Access (including all above)

Hosted Pay (including all above)
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Accessing Merchant Passport

f hyOS a22MBNE I yi HOORANAINIKF & 0SSy &aSidzZ) GKNRIzZZIK Ly
Fdzi2YlFGAOFtEt&@ NBOSAGS || 2SfO02YS (YIHKES #BDmR A& SdzNJ

INTERNATIONAL
877.280.4156

BANCARD

Welcome David!

Welcome to Merchant Passport! Your account has been created, here are your Merchant
Passport credentials :

Usemame: training@unknown.com
Password: ngn0LSI3zT

You can now log in at http//merchant intlbancard com

T / tA0Y NYK S KiGR SYDOSayal atSNEGKLIZ2 NI

INTERNATIONAL
BANCARD

Username

Password a8

Merchant Passport va. I:l
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f LyLWS®RdzN) dzZAi SNy YS FyR LI aag2NR a tA&A30SR Ay GKS 28
1 /xQr I[N G2 LINBOSSR G2 GKS LRNILLE

Note: We recommend you save the linkps://merchant.intlbancard.conas a bookmark foeasy
access, and update your password for security purposes.
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Changing Your Password

From Inside of Merchant Passport

Your password may be changed from any screen, but is first made visible on the home page (Dashboard). For
security purposes, we recommerthat you update your password after your first initial log in.

9 ClickAccountlocated in the upper right corneand lectChange Password

& Account -

& Change Password

Users & Permissions
¢ Logout

1 Enter the current password in theurrent Passwordield

@ Change Password

@ New passwords must contain:

* A minimum of 8 characters
minimum 1 upper case letter
minimum 1 lower case letter
minimum 1 number

@& | current Password

@& NewPassword

&  verify New Password

Change Password

1 Enter and confirm the newassword in thd&New Passworand Verify New Passwordields
respectively

INTERNATIONAL BANDAR 9



## INTERNATIONAL
BANCARD® Merchant Passport Administrator Guide

Note: New passwords must meet the following requirements:

Minimum of 8 characters
Minimum of 1 upper case letter
Minimum of 1 lower case letter
Minimum of 1 number

o O oo

1 ClickChange Passwordfiar e

1 A success messagall display upon completion of your password change

+ Success
Password Changed

From Outside of Merchant Passport

If youhave forgotten your password, it can be reset from the Merchant Passport login page.

91 ClickForgot Passwordrom the Merchant Passport login page

,,,,,,,,

INTERNATIONAL
BANCARD®

Username =

Password a ‘ Forgot Password?

Merchant Passport va.1
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1 Inputyour email address into thEmail Addressield

Forgot Password b

Password Reset

Enter the email address you use to login below to request a new password.

Email Address =

X Close @ Request Reset

1 ClickRequest Reset

1 A success message will display upon submitting your password reset request

+ Success X

If this is a valid account you will receive a password reset email shortly, please check your email.

1 ——
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Logout

To logout of Merchant Passport

9 ClickAccountlocated in the upper right corner

1 SelectLogout

& Change Password

@, Users & Permissions

B

1 ——
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Uses & Permissions

As the administrator of the account, yaman setup SubUsersto have full or limited access to the system.
Depending on your system leygbu can determine whatttributes and featuresub-users may or may not be
able to access throughotite system.

This includes access to:

Change Password

Business InfoCharts& Statements
History

Exporting Reports

Disputes

Virtual Terminal

Virtual Terminal Reports

Virtual Terminal Settings
Processing Voids

Processing Refunds

=4 =4 =4 4 A4 -4 -4 -5 -4 -5 A

Hosted Pay

&, Users & Permissions

Bus. Info
Charts Export Virtual
User Login Change PW Statements History Reports Disputes Terminal VT Reports VT Settings Voids Refunds Hosted Pay Actions

chuckhoward@gmail.com

&x Deactivated Users

Bus. Info
Charts Export virtual
User Login Change PW Statements History Reports Disputes Terminal VT Reports VT Settings Voids Refunds Hosted Pay Actions

Once you havedded sukusers you can modify their permissions, reset passwords, deactivate active users
(blocking them from accessing the system), reactivate deactivated users (returning access to the system), and
delete deactivated users (permanently removing theonf the system).
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Adding SullJsers

91 ClickAccountin the upperright cornerandselectUsers & Permissions

& Change Password

Logout

 ClickNew SubUser

(¢ Edit User
User Details
First Name Last Name
Joe Smith
Email Contact Phone
joesmith@null.com 2485551212

Merchant Accounts

[J International Bancard = s ¥ Joes Motorcycle Shop
Permissions
) change Password [ Bus. Info, Charts & Statements ¥ History
¥ Export Reports ¥ Disputes ¥ virtual Terminal
¥ VT Reports ¥ VT Settings ¥ voids
¥ Refunds ¥/ Hosted Pay
Password

< Reset & Email New Password

Cancel Save User

1 Enterthe User Details
Note: The contact phone is used for password retrieval, if necessary

1 Select theMerchant Accountghe user is to have access to (this could be all Merchant Accounts you
have access to or just a ssbt of them)

1 Select thePermissions/ou would lke the user to have access to

Note: If your Merchant Passport level does not includesdure, that feature wil be grayed out sdiat
it is not selected in error

9 ClickCreate User
1

The user will receive Welcome to Merchant Passporgmail with credentials to access the portal
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Editing SulJsers

Once a suluser has been set up in the systefmture edits can benadeby the administratoto i K S dza S N &
accountsuch as resetting their password and adjusting permissions or merchant account li&tunges. must
be active for heir permissions to be edite&dits carbe made in two different ways

1. Permissions View

2. Use Edit

Permissions View

Within Users & Permissiongou can see a listing of ea8lstiveandDeactivated Useas well as their asgiated

permission attributes¢ 2 | dzA O1 t & OKIlFy3S 'y I OGADBS dzaSNRA LISNNA&aA.
91 ClickAccountin the upperright cornerandselect Users & Permissions
1 Locate the user under th&ctive Usersection

1 Check or uncheck the kainder the desired permission attribute

&, Users & Permissions

& Active Users

Bus. Info
Charts Export Virtual
User Login Change PW Statements History Reports Disputes Terminal VT Reports VT Settings Voids Refunds Hosted Pay Actions

E =) El ] @ =] ] @ - & Deactivate
(chuckhoward@gmail com)

&x Deactivated Users

Bus. Info
Charts Export Virtual
User Login Change PW Statements History Reports Disputes Terminal VT Reports VTSettings Voids Refunds Hosted Pay Actions

1 ClickSave Permissions

SubUser Edit

Within Users & Permissions each @erame is a link to the Edit User scredryol need to change more than
the usef permissionghis edit option must be used.

9 ClickAccountin the upperright cornerandselectUsers & Permissions

I

& Change Password

E Users & Permissionsl
O Logout

9 Locate the user under th&ctive Usersection

T /tA0] 2y i OREddlaainNa v YS
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1 Edt the necesary user properties

(&' Edit User
User Details
First Name Last Name
Joe Smith
Email Contact Phone
joesmith@null.com 2485551212

Merchant Accounts

[ International Bancard s Joes Motorcycle Shop
Permissions
[ change Password [ Bus. Info, Charts & Statements History
Export Reports Disputes Virtual Terminal
VT Reports ¥ VT Settings ¥ Voids
Refunds ¥ Hosted Pay
Password

' Reset & Email New Password

Cancel Save User

0 @ NNBOUGKdzLIRI § § enlaKafldredzs) @Hede aumydr Y S

o Add or remove Merchant Account access

0 Add or removepermission attributes

o wSasSi GKS dzaSNRa LI aaegz2NR
1 ClickSave User

Note: Some access level changes (such as adding docadditional merchant accounts) may require
the user to sign out and back in for the change to take effect.

1 ——
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SubUser Password Reset
Administrators can reset a sulzd SN & LI & aUses\FPermidsBngectiork S

9 ClickAccountin the upperright cornerandselectUsers & Permissions

& Account ~

& Change Password

8, Users & Permissions
O Logout

Locate the user under th&ctive Usersection

/tAOl 2y G efEddigeana v YS

ClickReset & Email New Passwor(¢ & Reset & Email New Password

= =/ =4 =4

ClickYes, generate new password!

Are you sure?

The system will generate a new password and email it to
this user.

Yes, generate new password| Cancel

1 The following success message will appear

' Success

Merchant Passport User Password Reset. An Email Has Been Sent To ( . ).

9 The user will receiva Merchant PassporPassword Restmail with a new password

Note: It is recommended to havke sub-users reset their new password upon logging in with it for the
first time

1 ——
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Deactivating SubJsers

SubUsers can be deactivated within théser & Permissionsection of the system. Deactivating a user is
generally done when you want to suspend their system access or as a first step to permanently deleting a user.

To deactivate a subser:

9 ClickAccountin the upperright cornerandselectUsers & Permissions

& Account ~

& Change Password

8, Users & Permissions

O Logout

1 Locate the user under théctive Usersection

§ ClickDeactivate

9 ClickYes, deactivate user!

Are you sure?

This user will no longer be able to log into Merchant Passport

Yes, deactivate userl Cancel

INTERNATIONAL BANDAR 18
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Reactivating Subsers

Once a sutuser has been deactivatethey can be reactivated if desired. Reactivating a user is generally done
when a temporary suspeim of access has been lifted.

91 ClickAccountin the upperright cornerandselectUsers & Permissions

& Account ~

& Change Password

8, Users & Permissions
¢ Logout

9 Locate the user under thBeactivated Usesection

9 ClickActivate

1 ClickYes, Activate User

Are you sure?

Activate this user for Merchant Passport?

Yes, activate userl Cancel

1 ——
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Deleting SultJsers

If you would like to completely dele a deactivated subiser (perhaps they were created in errgrpu can do
so within theUsers & Permissionsection. The user must first be deactivateefore being deleted.

91 ClickAccountin the upperright cornerandselectUsers & Permissions

& Account ~

& Change Password

8, Users & Permissions
¢ Logout

9 Locatethe user under thédeactivated Usesection

1 ClickRemove

M ClickYes, remove user

Are you sure?
Remove ( )?

This will permanently remove this user from Merchant Passport.

1 ——
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Dashboard

Uponlogging into Merchant Passport, yoDashboardscreen will display.

INTERNATIONAL
#  BANCARD

@ Dashboard

" Dashboard ail Account

All Accounts

O Mastercard New Card Range

INTERNATIONAL
BANCARD

If multiple merchant accounts arattached to your login, a drojpwn menu will appeam the upper right
cornerwhere you musselectan accounbefore data appeas:

You will also have access to the si meny which will displayhe features associated with your level of

access.
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Business Info

TheBusiness Infecreen provides yowith a quick snapshot of your account information. This screen reflects
the current DBA and Legal contact information, as well as the last four digits of ydurdaging and account
numbers.

BUSineSS |nf0 - Joes Matorcycle Shop ~
Joes Motorcycle Shop (#87885200 )
Mot Compliant: 5AQ/5can Incomplete
Name: Name:
Joes Motorcycle Shop Test Joes Motorcycle Shop 2
Physical Street Address: Address:
123 Main Street 123 Main Street
City: State: Zip: City: State: Zip:
Saline mi 48777 Saline mi 48777
Phone: Fax: Phone: Fax:
(734)555-1212 (734) 555-1212
First: Last: Email: First: Last: Email:
Joe Blow joe@yahoo.com Joe Blow joe@yahoo.com
Customer Service Phone: Website URL:

Banking Information

Routing:
*ic-k*ir,:,2‘| ‘|

Account:
iic-k-kfr5‘|23
TheBusiness Infecreen als@rovides important, ugo-date information regarding your PCI status.

Note: To update data founan the Business Infat ONB Sy > LJX S asS O2y il O0d LyGdSNyl!
Service department by phone at 88R7-4880, or emaitustomercare@intlbancard.com

INTERNATIONAL BANDAR 22


mailto:customercare@intlbancard.com

INTERNATIONAL
BANCARD® Merchant Passport Administrator Guide

Statements

TheStatementsscreen provides access to 24 months of past processing statements.
To access your statements:

1 Select the month and year you would like to view from the left side menu.

1 Use the arrow keys- in the upper rght corner to advance to additional pages.

1 To print, or view as a PDF, cIi

Statements International Bancard (#878852000 ) -International Bancard -
May 2016
April 2016
March 2016 8 INTERNATIONAL International Bancard
i BANCARD 1505 Woodward Ave.
February 2016 Detroit, MI 48226
January 2016 Credit Card Merchant Statement
December 2015 Statement Date: 6/30/2016 International Bancard Corp
Merchant No: 87885200
November 2015 Merchant DBA: International Bancard Corp
Hierarchy
October 2015
September 2015 Deposits
Day RefNo Items § Sales § Credits § Disc $ Net Deposit
August 2015
03 00000023 1 1.04 00 00 1.04
July 2015 09 16175682 1 315.00 00 00 315.00
13 16339250 1 200.34 00 .00 200.34
June 2015
14 16642311 1 164.99 00 00 164.99
May 2015 16 16892417 1 221.80 00 00 221.80
21 17345172 1 163.39 00 00 163.39
April 2015 27 17775736 1 114.60 00 .00 114.60
March 2015 Total 7 1,181.16 00 .00 1,181.16
February 2015

Deposit Summary
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Charts

TheChartsscreen displays a mortio-month snapshot of youfFransaction Counand Settlement Volune for
up to the last 15 months of your processing.

Transaction Count (Transaction Count)

98

100

75

47

50

Transaction Count &
37

[
o]

Settlement Volume (Settlement Volume)
8.0K x
~
6.0K
==
o
E a0k
o
=
=
o
2.0K L -~ m o a -
RN El R
2 v wm = @ b B e ~ 8 v R
T3] [T, - o0 w - [7;]
~ (o] ~ ~ =
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History

If you have enrolled in either our Merchant Plus or Premium programs, you will have accessHisttirg
screen. This screen provides access tduathorizations Settled TransactionsandClosed Batchethat were
processed within the last 24 months.

9 Authorizations¢ All Transactions that have been authorized, bave notsettled.

1 Settledc All transactions that have been settled, and batched out of the POS device, or credit card
terminal. You can filtedatato search for individual transactions.

1 ClosedBatchesc Displays activity for one specific batch of transactions.

Note: If youhave acess to more than one merchant accowttangingthe selection in the@ounts drop down
menuto All Accountswill generate and include details feach of the mercharaccountsyou are assigned to
Exported reports will include thderchantNumberand Namefor reference and sorting purposes.

Tl’a nsacti ons I All Accounts = I

All Accounts

B | Start Date | e All Processing Codes v
= g BE | Last4 Card Digits All Card Types v
$ Amount Minimum $ Amount Maximum 1] Authorization Code

Transactions

Date Time Amountl Amount2 Card Number CardType AuthCode Proc.Code Resp.Code Merchant#
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Authorizations

Authorizationscan be searched by:

Start Date

==

End Date
Processing Codes
First 6 Card Digits
Last 4 Card Digit
Card Types
Amount Minimum

Amount Maximum

=4 =4 4 4 -4 -4 -5 A

Authorization Code

[ ] ] (-
= = ard T
5 s n

Date T Ammsourt 1 Anount 2 Cand Nusnbeq Card Type Aauth Code Proc. Code Resp. Code Merchant 8

2016-03-02 14:15407 S0.01 20,00 ATIT24% %% %" 54514 WISA 131058 A 00 nternational Bancard
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Settled

Settledauthorizations can be searched by:

Start Date

==

End Date
Processing codes
First 6 Card Digits
Last 4 Card Digits
Card Types
Amount Minimum

Amount Maximum

=4 =4 4 4 -4 -4 -5 I

Authorization Code

Closed Batches

Authorizations

& | StartDate =] End Date All Processing Codes
B | First 6 Card Digits = Last 4 Card Digits All Card Types
$ | Amount Minimum $ | Amount Maximum Il | Authorization Code

Date Time Amount Card Number Card Type Auth Code Merchant #
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Closed Batches

Cbsed batches can be searched by

 Start Date
1 End Date

Clased Batches

Batch Date Terminal 1D Keyed Count  Swiped Count  Other Count Puschases Count Purchases $  Retums Count Retums & Batch Net Amount §
CEVERI000C 1 U] o 1 $226.99 U] 5000 5216.99

CETEB520000 1 o o a 5000 1 £ 1.00 (5 1.009

Totals E o Q 1 5216.59 1 5100 4121599

INTERNATIONAL BANDAR 28



INTERNATIONAL
BANCARD®

Export Reports

History search results can be exported as eith€3Afile or PDFE The ability to exporteports is permissions

based.

il
il
il
il
il

SelectHistory

SelectAuthorizations Settled, or Closed Batches
Set the desired filter parameters

ClickSearch

ClickExport PDF or Export CSV|

WhenExport PDFs selected, a PDEport like the following will be displayed:

International Bancard - Authorizations

87885200

Start Date End Date Processing Code
2015-07-01 2015-08-01 All Processing Codes
Card First 6 Card Last 4 Card Type
All Card Types
Amount Minimum Amount Maximum Authorization Code
Card Card Response
Merchant i i T Card First Last Auth Response  Processing Code Processing Merchant
Number Datetime Date Time Amounti  Amount2 Type Six Four Card Code Code Code Label Code Label Account
878852000 2015-07-31 2015-07-31 16:42:31 $0.70 $0.00 vi 407714 4573 A0TT147 4573 o0 P oK Purchase -
168:42:31 International
Bancard
878852000 2015-07-31 2015-07-31 16:41:52 $0.70 $0.00 Vi 407714 4573 4DTT14VTAST3 054154 0o P oK Purchase -
16:41:52 International
Bancard
8788520000027  2015-07-28 20150729 10:56:06 $47.04 $0.00 Vi 431307 3530 43130773530  01588C 0o A oK Pre- -
10:56:06 Authorization  International
Bancard

WhenExport CS\s selected, a CSV like the following will be ldiggpd:

INTERNATIONAL BANDAR
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